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COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to. 
1. Demonstrate comprehension of Microsoft Windows system administration tasks and security 
concepts.  
2. Compare various Windows-based access control methods. 
3. Apply baseline security configurations for various types of Windows servers, such as web, email, 
print, and Hyper-V. 
4. Describe various techniques for detecting and removing malware on Windows-based systems. 
5. Use native security and forensic tools to locate and recover deleted data from the Windows registry 
and various file types. 
 
COURSE MATERIALS:  
 
1. Sivarajan, Santhosh. Getting Started with Windows Server Security. Birmingham UK: Packt 
Publishing, 2015. 
2. Carvey, Harlan A. Windows Forensic Analysis Toolkit, 4th Ed. Waltham, MA: Elsevier, Inc., 2014. 
 
COURSE REQUIREMENTS: 
 
 The successful completion of semester exams and final exam.  
 The completion of all written assignments and Windows projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
 
 
  
COURSE NUMBER & NAME: CST 230 – Windows Administration & Security 
 
LECTURE/LAB HOURS: 3 lecture hours per week 
 
CREDITS: 3 credit hours 
 
PREREQUISITES: CST 135  
 
COURSE DESCRIPTION: This hands-on course provides a comprehensive understanding of the popular 
Windows operating system and associated security concepts. Topics include Windows system administration 
tasks, TCP/IP networking suite, access control methods, baseline security configurations, virtualized 
environments, detection and removal of malware, and native digital forensics tools.  
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EVALUATION METHODS:  
Student performance will be evaluated using the following methods, and the final grade will be calculated 
according to the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments      20% 
 Windows Projects      30% 
 Semester Exams      20% 
 Final Exam        20% 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE Introduction to Microsoft 
Windows operating system and its 
administration. Baseline security 
in Windows. 
Reading: Chapter 1 in Sivarajan 
text. 
TWO Native Microsoft security tools. 
Implementing a security policy. 
Importing a policy into Active 
Directory. 
Reading: Chapter 2 in Sivarajan 
text. Written assignment. 
THREE Monitoring and securing server 
roles. Configuring and verifying 
the Server Message Block (SMB). 
Enabling and disabling SMB 
encryption. 
Reading: Chapter 3 in Sivarajan 
text. Written assignment. 
Windows Project 1. 
FOUR Network service security. Domain 
Name System (DNS) and cache 
poisoning attacks. Dynamic Host 
Configuration Protocol (DHCP). 
TCP/IP protocol suite. IP address 
allocation. Secure DHCP 
administration. Configuring the 
Enhanced Mitigation Experience 
(EME) Toolkit. 
Reading: Chapter 5 in Sivarajan 
text. Written assignment. 
FIVE Semester Exam I Written assignment. 
SIX Application security. File or data 
server – applying baseline 
security. Print server – applying 
baseline security. Hyper-V 
(virtualized) server – applying 
baseline security. Internet-
information services – applying 
baseline security. 
Reading: Chapter 4 in Sivarajan 
text. Written assignment.  
Windows Project 2. 
SEVEN Access control. Creating a central 
access rule. Creating a central 
Reading: Chapter 6 in Sivarajan 
text. Written assignment. 
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access policy. Configuring folder 
permissions. 
EIGHT Patch management. Configuring 
Windows Server Update Services 
(WSUS). Configuring and 
deploying automatic updates. 
Reading: Chapter 7 in Sivarajan 
text. Written assignment. 
NINE Introduction to Windows forensic 
analysis. Windows versions, 
convergence, documentation, and 
virtualization. 
Reading: Chapter 1 in Carvey text. 
Written assignment. 
 
TEN Semester Exam II Written assignment. 
ELEVEN Windows file analysis. Windows 
event log, recycle bin, prefetch 
files, scheduled tasks, hibernation 
files, and application files. 
Reading: Chapter 4 in Carvey text. 
Written assignment. 
TWELVE Windows registry analysis. 
Nomenclature: system hive, 
software hive, and user hive. 
Reading: Chapter 5 in Carvey text. 
Written assignment.  
Windows Project 3. 
THIRTEEN Timeline analysis. Creating a 
timeline from file system 
metadata, event logs, registry data. 
Reading: Chapter 7 in Carvey text. 
Written assignment. 
FOURTEEN Malware detection, removal, 
signatures, and artifacts. Log file 
analysis and anti-virus scans. 
Reading: Chapter 6 in Carvey text. 
Written assignment. 
FIFTEEN Final Exam  
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, software demonstrations, small group work, Windows projects, video resources, and websites. 
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MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Demonstrate comprehension of 
Microsoft Windows security 
concepts and system 
administration tasks.   
Lectures, video clips, and 
homework assignments. 
Instructional material from 
chapters 1, 3, 5 and 7 in the 
Sivarajan text.  
Semester exams and final exam; 
graded assignments; Windows 
projects. 
Compare various Windows-
based access control methods.  
Lectures, video clips, and 
homework assignments. 
Instructional material from 
chapter 6 in the Sivarajan text. 
Semester exams and final exam; 
graded assignments; Windows 
projects. 
Apply baseline security 
configurations for various types 
of Windows servers, such as 
web, email, print, and Hyper-V. 
Lectures, video clips, and 
homework assignments. 
Instructional material from 
chapter 4 in the Sivarajan text. 
Semester exams and final exam; 
graded assignments; Windows 
projects. 
Describe various techniques for 
detecting and removing malware 
on Windows-based systems. 
Lectures, video clips, and 
homework assignments. 
Instructional material from 
chapter 6 in the Carvey text. 
Semester exams and final exam; 
graded assignments; Windows 
projects. 
Use native security and forensic 
tools to locate and recover 
deleted data from Windows 
registry and various file types. 
Lectures, video clips, and 
homework assignments. 
Instructional material from 
Chapter 2 in the Sivarajan text 
and chapters 4 and 5 in the 
Carvey text. 
Semester exams and final exam; 
graded assignments; Windows 
projects. 
 
 
